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Abstract
This study examined the concept of electronic certification
authorities and their obligations under national and
international legislation. The research problem focused on the
extent to which the Sudanese legislator addresses the role of
electronic certification authorities in enhancing trust and
security within electronic transactions. The study's importance
stems from the necessity of providing a comprehensive
theoretical framework to assist researchers and institutions in
understanding the nature and evolution of digital identity and

electronic signatures, as well as clarifying the liability of
certification authorities for breaching their obligations.

(2026 i (31448 Sl gy — 31l 2 21 s ddle ZeShsl) lubylly 50y g 201 22




S ipun st plas s - ol g2 3 Lelatglly 35T 328l e
Furthermore, the study aimed to assess the practical usage and
technologies of electronic certification systems within the
target institution, highlighting the role of electronic
certification in accelerating performance, preserving data, and
facilitating access to information.The study adopted
descriptive, analytical, and comparative methodologies,
arriving at several key findings: Electronic certification serves
as the primary legal mechanism for fostering trust and securing
transactions over modern communication channels,
particularly the Internet Electronic certificates issued by
certification authorities possess legal evidentiary weight before
judicial bodies. The electronic certification system relies on a
precise distribution of obligations among the service provider,
the beneficiary, and third parties relying on the
document.Operational challenges concerning infrastructure
and digital legal awareness remain major obstacles to
comprehensive implementation Based on these findings, the
study recommended the following :Amending and updating
the provisions of the Sudanese Electronic Transactions Act of
2007 to align with modern legislative developments:
Enhancing security protocols for electronic certification
service providers to ensure the integrity of certification data
and prevent breaches Urging the Judicial Authority to activate
digital judiciary mechanisms and establish specialized judicial
chambers for electronic evidence and digital transactions
Organizing continuous training courses and workshops for
judicial and legal personnel on electronic certification and
digital evidence
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